The Agent Stack
and Standards

We built the internet for humans. Not for agentt}s.

bots passed humans — 57% of web requests (Cloudflare)

Shashank Motepalli

(a lot)



Six questions every agent must answer

€
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Who are you?

Are you allowed in?

How do you pay?

Did you do the work?

How do you use tools?

How do you talk to agents?

ERC-8004

Web Bot Auth

Flashtestations



Identity — ERC-8004 An agent = a token + its receipts.

IDENTITY REGISTRY registration.json

{
ERC-721 “name";: "travel-agent-7"

) "endpoints": {
egister(tokenURI tokenURI = = = . =
a2a": -./agent-card.json",

—> AgentID #742 —» T

},

portable - transferable
"x402": { "payTo": "Ox9aF3." },

no central issuer

owner "trustModels": [ "reputation”,
"validation", "tee" ]
A /
trust signals hang off the ID E‘Hx,_ﬁ
e one JSON wires it to every standard in this talk
~—
REPUTATION REGISTRY VALIDATION REGISTRY
giveFeedback(agentld, score, tag) validationRequest() / Response()

co-authored: MetaMask - Ethereum Foundation - Google - Coinbase | deployed on mainnet + L2s | draft ERC
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Access — Web Bot Auth

GET /article HTTP/1.1
Host: news.example.com

User-Agent:+ Mezilla/5.8 (compatible, Googlebet)

Signature-Agent: "https://agent.example.com"

Signature-Input: sigl=("@authority"
"signature-agent”); keyid="ed25519-key-1";
created=1753968000; expires=1753968600

Signature: sigl=:k2qGT5srn20Gb0IDzQ88hAqgPY..:

IETF Working Group (2026) - verifying in prod: Cloudflare -

- OpenAl signs -

The User-Agent header lies. Signatures don't.

X anyone can type this

v Ed25519, verified per request

origiy fetches the public key at

/ .well-known/http-message-
signatures-directory

RFC 9421 + math, not vibes

auth layer under Visa TAP & Mastercard Agent Pay



Payments — x402

& Agent

llIIIiIHHHHHHHIIII
GET /data

e >

402 Payment Required + requirements

{ "scheme": "exact", "network": "base",
"asset": "USDC",

“maxAmount”: "©.01",
“payTo": "Ox9aF3.." } A

GET /data + X-PAYMENT header FACILITATOR

— >

X-PAYMENT: { EIP-3009 signed
transferWithAuthorization }

200 OK + X-PAYMENT-RESPONSE (tx receipt)

Linux Foundation (handover July 14) - 40+ members: Visa - Mastercard - Stripe - AWS - Circle - cards + stablecoins - 165M+ agent txns



Proof — Flashtestations

—

TEE ATTESTATION QUOTE
Intel TDX runs chip-signed measurement
the workload of code + agent pubkey

Flashbots - first prod use: proving Unichain blocks follow fair ordering

Protocols — MCP & A2A

o Agent m -» Tools JSON-RPC - tools - resources - prompts — the settled winner (counterpoint: "just give it a CLI")

e Agent m -» Agent agent cards - task lifecycle - Linux Foundation — and ERC-8004 is its trust layer

- OpenZeppelin-audited -

ONCHAIN VERIFIER

DCAP check inside
a smart contract

The chip signs. The chain checks.

REGISTRY

"this address runs
this exact code" v

= the TEE trust model 8004 was built to receive



The landscape — every layer is contested

Layer

Identity
Access
Payment rail
Payment authz
Checkout
Proof

Tools / peers

The payment protocols stack: AP2 authorizes - ACP checks out - x402 settles.

Open standard

ERC-8004 (draft ERC)

Web Bot Auth (IETF WG)

x402 (Linux Foundation)

Flashtestations

MCP - A2A (Linux Foundation)

Alternatives

MS Entra Agent ID - DIDs/VCs
Okta/AuthO agent auth - OAuth ext.
Stripe MPP - card networks

Google AP2 - FIDO Alliance
OpenAl + Stripe ACP (beta)

zkML - other TEE stacks *

CLls - vendor protocols

2026: agent standards got adult supervision — Linux Foundation, FIDO, IETF.



Open questions — reputation & trust

-

8

Trust? i 5 Whom do I pick?
____________________________________________________________ = no scoring standard — 8004 records feedback, doesn't say what a score means - sybils * cold-start
ERC-8004
g no whitelist standard — which agents may act for me at all
%,
x402
"
How much do they get?
Flashtestations 4 T : : : .
money-scoping is coming (AP2 signed mandates) - data-scoping has nothing
G
MCP

A2A

We can verify agents. We can't yet trust them.



one model
you trust &

One model you trust. A thousand you don't have to.



The landscape — every layer is contested

Layer

Identity
Access
Payment rail
Payment authz
Checkout
Proof
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The payment protocols stack: AP2 authorizes - ACP checks out - x402 settles.
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Alternatives

MS Entra Agent ID - DIDs/VCs
Okta/AuthO agent auth - OAuth ext.
Stripe MPP - card networks

Google AP2 - FIDO Alliance
OpenAl + Stripe ACP (beta)

zkML - other TEE stacks ™
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2026: agent standards got adult supervision — Linux Foundation, FIDO, IETF.



